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Abstract: Web security vulnerabilities can be divided into two categories, including security vulnerabilities Web
platform and Web their own application. By analyzing the attack principle and process of Web application network
security vulnerabilities, XSS vulnerability including type of the reflective, stored, and DOM, SQL injection vulner-

ability and session authentication management vulnerability were studied. The corresponding preventive measures

of the three kinds of vulnerabilities were put forward.
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<!--/wordpress/wp-content/pluguns/googmonif
y/googmonify.php -->

<td><input id="PID” name="PID” type="text”
value="<?php echo $pid;?>"></td>

<td><input id="Limit” name="Limit” type="
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If difficulties persist, please contact the Systern Administrator of th

Dup te entry| for key ‘group_key' SQL-SELEGT (
0,1), floor(rand(0)~2)) from Information_schema.tables group by 2
ON uc.id — h.editor_user_id WHERE “h™_"ucm_item_id" — 1 AND

K5 R ELGUT T A BRI R

If difficulties persist, please contact the System Administrator of this site and report the error below.

EZ) ouplicate entry[$2y$10$TQtelB/zAasCul/mVOK. pObkr70cJ3ULAOIRSLS SIS BudLcAWO 1| for k
(select count(”).concat({select password from fx0af_users limit 0.1).floor(rand(0)*2)) from information_

FROM “fx0af_ucm_history” AS h LEFT JOIN fx0af_users AS uc ON uc.id = h.editor_user_id WHERE
‘ORDER BY "h’.’save_date’
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<I--

/joomla-cms-3.4.4/components/com_contenthistory/contenthistory.php
>

<?php

defined (' JEXEC") or die;

$lang = JFactory::getLanguage () ;

$lang->load ('com_contenthistory', JPATH ADMINISTRATOR, null,

false, true) require_once JPATH_COMPONENT ADMINISTRATOR .
'/contenthistory.php';

8 contentthistory.php T If]

List.php BUIHIANE] 9 Fror.

<!-- /joomla-cms-3.4.4/libraries/legacy/model/list.php -->
protected function populateState ($ordering = null, $direction =
nulD) {
¥
if ($list = $app->getUserStateFromRequest ( $this->context . "list!, 'list’,
array () ,‘'array')) {
foreach  ($list as $name => $value) {
switch  ($name) {
case 'fullordering":/*...*/
case 'ordering"/*...*/
case 'direction":/*...*/
case 'limit"/*...*/
default:
$value = $value;
break; }
S$this->setState ('list.'. $name, $value) ;
[*.*¥]
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B 12 IEHEIRNE 5 SESSIONID
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¥YXcms EEEm  (cEEm EEEE
yxcmsApp 1.1.3 BETA
- “Ii“ \ r = E8l& HTML CSS % DpOM s Cookies »

- Cookies ~ IyEE ~ Bk (IERFE=7 cookie) ~

=8 i AR = | Bk

= PHPSESSID 234qwe 10.10.10.136 178
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1234qwer
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E YXems-ERERRSE %/ [ YXms-ERERRE x|\ 52
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<I--
/YxcmsApp-1.1.3-BETA/protected/apps/admin/controller/common
Controller.php -->
<?php
class commonController extends baseController {
public function __construct()
{
parent::__construct();
if{lempty($_GET['phpsessid))session_id($_GET['phpsessidT);
(@session_start();
Sconfig['AUTH_LOGIN_URL'=url("admin/index/login");
Sconfig['AUTH_LOGIN_NO'|=array('index'=>
array('login','logout','verify'),'common'=>"*");
Sconfig['AUTH_POWER_CACHE'|=false;
Auth::check($config);
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